2 () e

New Paradigms in the Economy: Connectivity,
Innovation and Sustainability

B

ol

COLLECTION OF PAPERS

NEW ECONOMY

Volume 2, No. 1, 2024

TOWARD A NEW ECONOMY: DIGITAL CURRENCY AND
INTERNATIONAL DEVELOPMENT

Gulvira Akybayeva’, Turlybek Kazbekov!, Sagynysh Mambetova!, Ryskeldi Aikenova?

Received 05.03.2024. |

Original Article

! Buketov Karaganda
University, Karaganda,
Kazakhstan

2 Turan-Astana University,
Astana, Kazakhstan

Corresponding Author:
Gulvira Akybayeva

Email:
azamat.zhanseitov@icloud.com

JEL Classification:
E420, 033, 038, 0430

Doi:
10.61432/CPNE0201047a

UDK:
004.738.5:334.722(100)

Send to review 25.03.2024. | Accepted 27.08.2024.

@ICE)
ABSTRACT
This research paper aims to examine the role of digital currencies
in international development. Through a comprehensive analysis of
current trends and future prospects, the paper evaluates the potential
of digital currencies to revolutionize economic systems by offering
technological, economical, and secure benefits. Methods used include
analysis, synthesis, comparison, scientific abstraction, and statistical
analysis. Results indicate that while first and second-generation
crypto assets do not fully meet modern economic requirements, the
introduction of Central Bank Digital Currency (CBDC) could offer
a viable solution. The paper concludes with recommendations for
future research and policy implications
Thanks to the Internet, digitalization is taking an increasing place
in our lives to the extent that thanks to Metaverse projects, in
which significant funds are currently being invested, we are invited
to live in a world of “augmented reality”. Payments, currency, and
finance cannot escape this movement, as crypto asset advocates
well understand. Based on the current state of the relevant sectors
and an analysis of short- and medium-term prospects, this research
paper examines long-term issues arising from current events and
those that are predictable. The purpose of this scientific article is to
review crypto assets and their ability to become a tool of a modern
economic digital system that meets all requirements, such as
technological, economically profitable, and of course secure, as well
as regulated by the state. Methods: analysis, synthesis, comparison,
scientific abstraction, analytical grouping, methods of typology and
generalization, quantitative statistical analysis, qualitative textual
analysis, deduction and induction. During the study, the authors
concluded that the existing first and second generation crypto assets
do not meet all the requirements of the modern economic system, and
also do not have a legal framework in the field of security and market
regulation. In this regard, two forms of government intervention are
being considered: regulatory in nature and industrial in nature. The
production approach considers the development and implementation
of the Central Bank Digital Currency (CBDC) at the national and/or
international level.

Key words: digital economy, digital currency, crypto assets,
bitcoin, stablecoin, CBDC
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1. INTRODUCTION

Digital currencies have rapidly gained prominence in the financial landscape, driven
by advancements in technology and shifts in consumer behavior. Their potential to
reshape the global economy is significant, impacting international relations and eco-
nomic development. This paper explores these dynamics, focusing on the integration
of digital currencies into the modern economic system and their implications for future
growth. The rapid changes that have occurred in recent years in the field of payments,
mainly as a result of changes in consumer behavior and innovations in the public sec-
tor, do not prevent the situation in this sector from remaining unsatisfactory and pay-
ments from remaining slow compared to what digitalization allows. On the other hand,
access to the banking and financial system can be improved, including its functioning,
although the public seems to trust it more than other industries in protecting the con-
fidentiality of personal data.

The changes most noticeable to the public, of course, affected domestic retail payments,
in particular, the widespread use of remote, contactless and smartphone payments, as
well as the launch of applications (ApplePay, GooglePay, PayPal, SamsungPay, etc.)
relying on existing systems for settlement.

For comparison, in Brazil, the Central Bank launched the Pix real-time payment sys-
tem in November 2020, and fifteen months later two thirds of the population made
or received transactions through this system. In fact, instant payment systems that
appeared back in the early 2000s were first mainly implemented in emerging market
countries, especially in Asia: South Korea in 2001, Taiwan and Iceland in 2003, Ma-
laysia and South Africa in 2006, Chile and the United Kingdom in 2008, China and
India in 2010. In China, as well as in the Scandinavian countries that adopted them
later (Denmark and Sweden), the spread of this payment method was especially rapid,
to the point that instant payment via Alipay and WeChat Pay in China or via Swish
in Sweden became the payment method in these countries as the most common pay-
ment among sellers (Ozili, 2022). The latter are even increasingly refusing to pay in
fiat currency, offering them instant payment with the same advantage of immediate
settlement with less risk of loss or theft and less time spent managing their cash flows.

Thus, over the past twenty-five years, the payment sector has undergone rapid chang-
es, which, however, have not led to overcoming certain shortcomings or significant
changes in the monetary and financial spheres. Private initiatives using a common
technological framework came to point this out, but did not receive support because
they themselves were not able to meet all the expectations they raised, and could even
lead to other difficulties. Thus, a response from the State authorities was required,
which, however, in some respects could turn out to be ambiguous.

The purpose of this scientific article is to review crypto assets and their ability to be-
come a full-fledged tool of a modern economic digital system that meets all require-
ments, such as technological, economically profitable, and of course secure, as well as
regulated by the state.

2.METHODS

In addition to the methods mentioned, the study employs qualitative interviews with
industry experts and policymakers to gather insights on the practical implications of
digital currencies. These interviews provide a nuanced understanding of the challenges
and opportunities presented by digital currencies in various economic contexts.
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In the process of working on the research, general scientific methods were applied:
analysis, synthesis, comparison, scientific abstraction, analytical grouping, methods of
typology and generalization, quantitative statistical analysis, qualitative textual analy-
sis, deduction and induction.

3.RESULTS

The study reveals several critical insights into the role of digital currencies in interna-
tional development. For instance, countries like El Salvador have adopted Bitcoin as
legal tender, aiming to boost economic growth and financial inclusion. However, the
empirical data suggests mixed results, with challenges in regulatory compliance and
market stability. Detailed case studies of Brazil’s Pix system and China’s Alipay high-
light the transformative potential of digital currencies in enhancing payment systems.
Nevertheless, the lack of a comprehensive legal framework remains a significant hurdle.

As in the Middle Ages, the vast majority of cross-border payments in terms of volume,
whether wholesale or retail payments, are still carried out in accordance with the model
of “correspondent banks” (correspondent banking). In this model, the so-called “corre-
spondent” bank manages accounts opened by other so-called “responsible” banks and
provides them with internal services and currency exchange, which avoids their rep-
resentation in the recipient’s currency country. However, for reasons that are mainly
related to compliance with customer information procedures and the application of
anti-money laundering and terrorist financing (LCB/FT) regulations, this model lags
far behind the recent period.

Thus, the number of correspondent banks decreased by 20% between 2011 and 2018,
despite the fact that the cost of payments increased during this period. This event is
worrisome because it may encourage users to switch to parallel, less secure systems
and reinforce the well-known shortcomings of correspondent banking. These disad-
vantages, especially evident in the implementation of small payments, such as remit-
tances from immigrant workers to their countries of origin, are mainly as follows:

«slowness: cross-border payments take significantly longer than domes-
tic payments;

e opacity: it is difficult for the payer to track step by step how his payment procedure
is progressing and the remuneration of each intermediary;

«high cost: As of June 2021, according to an assessment conducted by the World
Bank based on information received from 48 countries sending money transfers
from 105 recipient countries, and for four categories of service providers (banks,
money transfer operators such as Western Union or Wise, mobile operators and
others), the average cost of one The transfer rate was 6.30%. This cost was even 1.3
percentage points higher than the goal set by the G20 in 2014, but has been steadi-
ly declining since 2013, when it was about 8%. The most expensive money trans-
fers were made through banks from South Africa and to sub—Saharan Africa, the
cheapest through fully digital operators (3.41%) and between G8 countries, with
the exception of Japan as the issuing country (Calle & Eidan, 2020);

«limited accessibility: especially in destination countries for reasons related to both
less widespread digital culture and less financial accessibility.

In order to take into account, the requests of the international community, in particu-
lar the G20, to partially eliminate these shortcomings, the Swift international messag-
ing service launched the global payment innovation (gpi), by the beginning of 2022,
more than 4,200 banks from 141 countries joined it. This initiative, which was initially
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aimed primarily at corporate payments, aims to make a payment during the day, allow
real-time tracking of the payment status and billing for each payment. It seems that
payments using gpi tend to be executed quickly, with an average processing time of less
than two hours. However, there is a strong heterogeneity, with some routes, especially
to Africa, taking up to two days, in particular due to strict capital controls and the time
taken by the receiving institution to make funds available to the recipient (Banna, H.,
& Alam, 2021).

In general, the picture that is emerging in the field of payments is the lack of use of the
opportunities offered by digitalization, especially in terms of instantaneity.

Indeed, as noted in the introduction, digitalization is gaining an increasing share in
society, while it marks a step forward in the field of payments, where the opportunities
it offers are not being fully exploited. This situation may be all the more unexpected be-
cause in the payment sector, developed countries have long been leaders in digitization,
as expected, was either with the introduction of Real Time Gross Settlement (RTGS),
or, in the case of retail payments, with the computerization of mass transactions on
checks, transfers and debit notifications, and also with the distribution of maps.

According to the definition given by the World Bank, Financial accessibility means
that individuals and businesses have access to useful and affordable products and ser-
vices that meet their needs in transactions, savings, lending and insurance. Access to
these products and services is important because they make everyday life easier and
enable families and businesses to plan their long-term projects as well as cope with un-
foreseen emergencies. The first step towards financial accessibility is usually to have a
transactional account that can be opened through a bank or other intermediaries, such
as postal operators, mobile operators — the latter are widely represented in Africa — or
microfinance organizations.

According to data released by the World Bank in 2018, 69% of adults worldwide had
an account, but almost a third of adults — or 1.7 billion people — did not have a “bank
account”, that is, some of them have a transactional account, but not in a bank, and
thus do not use their account for save money or gain access to a wider range of financial
products and services (Borup& Schiitte, 2022). Of course, the situation in developing
countries is the most difficult. Of course, significant progress has been made in coun-
tries that actively pursue digitalization-related policies, such as policies aimed at uni-
versal digital identification (an example is the Aadhaar program in India), or that have
promoted the introduction of mobile financial services, such as Kenya with M-Pesa.
However, it seems that just under half of the population living in developing countries
does not have a bank account. On the other hand, the availability of banking services
is not a problem in richest countries: in Gupta France, the level of banking services for
the adult population is 99%, and therefore it can be assumed that all French adults who
want it have a bank account (Gupta, 2021).

Given the difficulties with payments described above, developing economies are thus
doubly disadvantaged, since the availability of financial services remains underdevel-
oped in countries heavily dependent on remittances. Again, in this case, the benefits of
digitalization do not seem to be fully exploited.

Thus, the need for high-quality and fast transactions is obvious, and in this regard,
market initiatives have emerged from the general technological basis, emphasizing the
insufficient use by traditional participants of the banking and financial systems of the
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opportunities offered by digitalization. These initiatives are based on the foundation of
a common distributed ledger technology and on the blockchain.

These market initiatives took different forms. For the first time, money-oriented cryp-
tocurrency assets, mainly Bitcoin, appeared in early 2009, which did not fulfill their
promises because they do not serve, except in cases established by government author-
ities, as a currency.

Stablecoins, attempts to reconcile Distributed Ledger Technology (DLT) and the pro-
vision of a stable value asset, appeared later. Raising funds through the issuance of
tokens (initial coin offering or ICO), apparently, was only a help in 2016-2018. Decen-
tralized finance (decentralized finance or DeFi) has since offered a number of peer-to-
peer financial services related to crypto assets. Finally, non-interchangeable tokens
(non-interchangeable tokens or NFT) have been developing since 2020, and it is too
early to say whether they will become effective or whether after the ICO they will cause
a new surge of speculative fever (Garratt et al., 2020).

As part of the study, the authors consider it necessary to make a brief overview of the
listed crypto assets. Their common technological basis is an electronic register, the so—
called electronic file, which can be simultaneously accessed, registered and synchro-
nized by authorized entities, and which develops by chronologically adding up infor-
mation previously confirmed by all entities. This information is immutable, so it should
never be changed or deleted. DLT itself allows you to create and manage a distributed
registry through a network of computers (“nodes”) that synchronize, manage and pro-
tect distributed registries, transaction blocks are added using a verification mecha-
nism, also known as a “consensus mechanism”. The latter allows the checking nodes
to approve a new block of operations. There are various verification mechanisms, the
most well-known of which are currently Proof of work (PoW) and proof of stake (PoS).

Proof of work is the first consensus mechanism to appear on the blockchain, first used
by Bitcoin. The verification nodes there are competing to solve a cryptographic prob-
lem that requires a lot of “brute force” (the cost of specialized equipment and, above
all, energy) and, thus, adding a new block of operations to previously verified ones.
Proof of interest is based on linking crypto assets to the verification nodes of the public
block chain; thus, it introduces an element of centralization into a priori decentralized
organization. Finally, DLT allows you to resort to “smart contracts” (smart contracts
or programmable or self-fulfilling contracts), which are computer programs capable
of automatically fulfilling the terms of the contract, potentially making the currency
“programmable” (Arner et al., 2020).

Blockchain is a form of DLT that allows you to store and exchange crypto assets using
a distributed system without the intervention of a trusted third party. The blockchain
uses an encryption system instead of a trusted third party, which makes it extremely
difficult to fake it, thereby solving the problem of “double spending”, that is, a fraud-
ulent action in which the same crypto asset is used simultaneously in several trans-
actions (the exception is the “51% attack”, when an attacker or a group of attackers
manages to capture most nodes, involved in the verification mechanism, which is very
expensive).

Thus, a crypto asset is an element of the intangible heritage, the main part of which
belongs to DLT. There are two main forms of blockchains: public and private. In a
public blockchain, participants’ access to the verification mechanism is not regulated,
since all nodes that have the same role a priori, the same rights to read (view) and write
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(enter new transactions, therefore, participate in the verification mechanism and the
right to allow the addition of a new block), without any dominant node. In a private
blockchain, all nodes belong to an organization or group of organizations (consortium)
that control access, recording, and consensus.

An authorized blockchain is a private blockchain, access to which is reserved for autho-
rized participants. A crypto asset designed to be monetary, like bitcoin, which is based
on its own blockchain technology, is called a coin. We also talk about altcoin to refer
to a currency other than Bitcoin. If it is linked to an existing blockchain (for example,
Ethereum), the crypto asset is called a token. This does not prevent the fact that in
the blockchain, contrary to the usual use of the term, the token most often represents
only itself (this always applies to the coin). The exceptions to this lack of external value
of coins and tokens are, in principle, tokens issued on time by the ICO, and by their
nature, the cryptographic representation of assets within existing categories, such as
securities or currency, which are then “tokenized” (Ozili, 2022).

The advantages of the blockchain are that it allows you to quickly, constantly and glob-
ally exchange information that has the following properties:

«it is secure through the use of cryptography, the use of a consensus mechanism
and the resilience provided by its distributed nature, protecting it from failures at
a single point (single point of failure), as can happen in centralized organizations
prevailing these days;

«it is transparent, all nodes have access to the same information, although in pri-
vate or even public blockchains, access to certain information can also be shared to
maintain confidentiality.;

«it is unchangeable.

One of the consequences of this is that the blockchain allows you to do without cer-
tain operations, such as transactions by agreement, and trusted third parties. In the
blockchain, the difference between the concepts of the external interface and the back-
end, clearing and settlement operations are erased, and the infrastructure offers the
opportunity to conduct all these operations, moreover, very quickly, however, taking
into account certain arbitration proceedings. In addition, the introduction of this tech-
nology allows the creation of new products and players, promoting competition and
innovation.

In addition, the term bitcoin simultaneously refers to the system of transferring a cryp-
to asset and a unit of account. As of June 28, 2022, there were more than 20,000 cryp-
to assets totaling about 20,000 outstanding obligations of $950 billion, despite the fact
that its share had decreased significantly over the previous ten years, before that it was
100%, while bitcoin still accounted for 42% of this amount, compared to with 16% for
Ethereum, 7% for Tether, 6% for USD Coin, 4% for Binance, and 2% for Binance USD,
Ripple, Cardano et Solana. For this reason, since it is a kind of “progenitor” of crypto
assets, and also because bitcoin has claimed to be a currency from the very beginning,
the review here focuses on this crypto asset, and not on altcoins (Dell’Erba, 2021).

In addition to using blockchain, bitcoin, like altcoins, is characterized by a combina-
tion of public and private keys that identifies an asset in the absence of an issuer and
allows the user to be anonymous or more precisely in order to protect himself using
an alias. The absence of an issuer is certainly the characteristic that most distinguishes
Bitcoin and altcoins from legal currencies, whether fiat money or bank deposits: thus,
first-generation crypto assets are not asset-backed, while fiat money and bank deposits
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are asset-backed through cryptocurrency, the balance sheets of their respective issu-
ers (Central Bank and so-called “commercial” banks). This lack of support allows bit-
coin to be mostly decentralized, although elements of centralization can be found in its
ownership, which is difficult to assess due to the alias that allows the same owner to use
different private keys or, conversely, multiple owners can be combined by an exchange
under the same name.

Figure 1 - Bitcoin exchange rate dynamics over the past five years
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First of all, this makes the bitcoin exchange rate extremely volatile, which is one of the
obstacles, perhaps the most important, for the intended monetary use of its developer.
Two other disadvantages afflict Bitcoin when doing the work, it was designed to do:

«inelasticity of his proposal: the pace of bitcoin creation is planned to be halved
every four years (the so-called halving procedure) with a gradual approach to 21
million in 2140 (as of March 2022, about 19 million units were sold). In addition,
units are created only in the form of rewards awarded to “miners” who manage to
solve the cryptographic problem first, allowing them to link a new block of trans-
actions into a chain (in case of a conflict when awarding a reward, the length of the
received chain is proof), and not based on the value of transactions.

« Changing the creation algorithm would be both difficult and risky: allowing for
a further increase in the limit, which until now was considered intangible, this
change could lead to a sharp drop in the value of assets- bitcoins — the price of
which mainly depends on the deficit;

«slowness of transactions: Bitcoin processes seven transactions per second, and it is
believed that it takes an hour for a transaction to become irreversible, i.e. mining
six blocks of transactions (the energy costs required to represent a fake blockchain
for longer than others would then be colossal).

These difficulties create a problem of “scalability” with overload phenomena accompa-
nied by unstable fluctuations in transaction costs, as a result of which miners request
higher fees for processing some transactions before others. Of course, they can be over-
come by increasing the speed of transactions by adding sidechains to bitcoin, such as
the Lightning network, which allows only calculations on the blockchain to balance
transactions made between two participants connected by a “channel” that they creat-
ed on the network. However, in accordance with the “Buterin triangle”, these solutions,
in turn, create difficulties, especially due to the introduction of centralization and loss
of security, since they resort to offsetting bilateral positions, which creates credit risk,
aggravated by the specialization of certain nodes in the redistribution of liquidity, by
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analogy with clearing houses grafted to the gross margin system calculations generated
by bitcoins (Banna et al., 2020).

Thus, in fact, despite the development of payment services based on crypto assets by
major players in the payment industry (for example, PayPal, Visa, Mastercard, World-
line), bitcoins and altcoins are very little used directly in everyday transactions. In ad-
dition, their prices are too unstable to be used as reserves of value. In general, they are
unsuitable for use in monetary form, since in fact, they mainly serve for four actions:

1. First of all, mainly for speculative investments;

2. For settlement transactions under pseudonyms aimed at protecting confidenti-
ality, but also sometimes financing illegal transactions. Thus, it has been estimated
that about a quarter of the volume of bitcoin transactions and almost half of their
amount will be related to illegal activities. However, this assessment is already some-
what outdated, and law enforcement agencies have since made progress in tracking
transactions on the blockchain. It is estimated that transactions involving illegal ad-
dresses will account for only 0.15% of transactions with crypto assets in 2021, while
the amounts received by these addresses will amount to $14 billion.

As for this ratio, however, attention should be paid to the fact that most transactions
with crypto assets occur between the latter. Considering only transactions involving
goods, services and assets other than crypto assets, including legal currencies, would
make more sense. In addition, legitimate addresses may also be involved in illegal
transactions, which suggests that the $14 billion amount is probably the minimum
estimate (Boar et al., 2020);

3. Circumvention of capital controls. However, these workarounds, which also con-
stitute illegal operations, are effective only if goods are bought and resold with crypto
assets that are invisible to controllers. They are also ambiguous, since, useful for reg-
ulating economic policy, they can contribute to improving social well-being;

4. For cross-border payments, preferably for large amounts, so that transactions are
not overly burdened in percentage terms by the high fees themselves (purchase of
crypto assets for legal currencies, payment for miner services, resale of crypto assets
for legal currencies).

Thus, Bitcoin does not meet all the requirements and needs of the economic system.
In this regard, the authors propose to consider the prospect of stablecoins. Stable-
coins, which appeared together with Tether in 2014, are crypto assets that strive for a
stable value relative to the benchmark, in practice, in almost all cases, to parity with
the US dollar. Thus, conceptually, stablecoins are markedly different from first-gen-
eration crypto assets. Due to the stability they provide, they allow users to stay in the
“digital universe”, saving them from having to pay high transaction costs when making
purchases and sales for legitimate currencies motivated, for example, by arbitration
between crypto assets — there are markets between crypto assets that are not related
to stablecoins, but their liquidity often leaves much to be desired. In addition, some
cryptocurrency exchanges refuse payments in legal currencies, thereby freeing them-
selves from compliance with certain regulatory restrictions, while stablecoins, on the
contrary, usually make it easy to switch from one exchange to another.

As of June 28, 2022, the total market capitalization of stablecoins traded in dollars
amounted to about $150 billion, or 16% of the total market capitalization of all crypto
assets. Tether, which strives for parity with the dollar and remained the only stablecoin
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until 2018, accounted for more than 40% of the issued amounts, followed by USD Coin
(one third), Binance Coin (one tenth) and DAI (about 5%) (George et al., 2021).

After the collapse of the Terra cryptocurrency, which had a capitalization of about thir-
ty billion dollars, as of May 2022, almost all stablecoins are provided with an off-chain
reserve, in the sense that the assets that make up it are not crypto assets and, therefore,
cannot be stored in the blockchain.

DAL is the only example of a stable coin in the chain, units of which are created by sup-
porting crypto assets. By their nature, off-chain stablecoins are more centralized (users
have no idea about redundancy), and on-chain stablecoins have more transparency
(users can check on the blockchain whether guarantees really exist).

However, due to the volatility of prices for crypto assets, the disadvantage of off-chain
stablecoins from the point of view of users is that they rely on security coefficients
exceeding one (150% for DAI), while positions are liquidated in case of non-compli-
ance with the security coefficient, which can cause or increase market destabilization
(Bordo, 2021). In any case, issuers of stablecoins mainly rely on market arbitrage to
stabilize the exchange rate of the units they issue.

Thus, market participants are expected to buy a stablecoin if it has a rating below par,
and that they sell it otherwise, in both cases without the intervention of the issuer, a
device that obviously can only work if the parity commitment is trustworthy, hence the
reserve is managed wisely and it is transparent, which is not always the case.

Stablecoins are advertised as offering four potential benefits:

+make payments at a low price and in real time, which is certainly a more realistic
advantage in their case than in the case of first-generation crypto assets, due to the
high price volatility of the latter;

«make the currency programmable. In fact, it would be more correct to say “make
means of payment programmable”, since stablecoins, strictly speaking, are not a
currency, and this is for two reasons: on the one hand, they are not autonomous,
like legal currencies, since they are referenced in legal currencies and linked to of-
ficial currencies; on the other hand they are imperfectly stable with respect to their
reference. However, if this last restriction were eliminated and the use of stable-
coins in transactions expanded, the outstanding funds held by residents in various
referrals could be included in the corresponding monetary aggregates according to
their definition (for example, euro stablecoins owned by residents of the eurozone
would be included in the monetary aggregates of the eurozone M1, M2 and M3 as
well as deposits in euros currently);

« promote the availability of financial services, especially in emerging and developing
economies, which could be the case if they were distributed on a large scale and at
a low price, but what remains to be demonstrated;

«serve as the preferred tool in Decentralized Finance (DeFi).

By far, this is currently the most common use of stablecoins. Indeed, stablecoins play a
role in DeFi similar to that of “safe assets” such as treasury bills or central currency in
traditional finance: they can be used as security rights and serve as a liquidity reserve
and a safe asset there. The stablecoins in the chain are themselves an example of using
DeFi. Thus, stablecoins can currently be considered as an addition to the markets of
other crypto assets.
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Figure 2 - Stablecoin exchange rate dynamics over the past year
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Decentralized finance (DeFi), a set of financial services based on crypto assets DeFi
seeks to provide some functions of the traditional financial system in a decentralized
way (transactions are carried out peer—to—peer, without involving trusted third par-
ties) and without permission (management in it potentially belongs to users) and rely-
ing on blockchain - in particular, Ethereum - and cryptocurrencies.

In the case of DeFi, we are talking exclusively about crypto assets, which still account
for only a small fraction of all available assets in the world. Like the stablecoin mar-
ket, with which it maintains a close relationship, DeFi is an addition to the crypto
asset market.

DeFi projects appeared back in 2017, but the industry did not really begin to develop
until the summer of 2020. The amount of fixed assets (total value locked) in DeFi ap-
plications increased from $2 billion in early July 2020 to more than $100 billion in
early 2022, but then fell with the fall in prices for two major crypto assets (Bitcoin and
Ethereum). The DeFi architecture is based on a set of “layers” that give the set its three
fundamental characteristics: “composability” (various “bricks” belonging to different
layers can be combined into a product or service, which makes DeFi a kind of Lego
financial constructor for crypto assets); compatibility, this is facilitated by the domi-
nance of the Ethereum protocol as well as opacity for a novice investor, despite the use
of blockchain. The markets covered by DeFi are mainly of two types: as of mid-2021,
they account for more than 85% of fixed assets (Fuchs, 2022):

«decentralized exchanges: Compared to centralized exchanges, which are still the
most widely used in transactions with crypto assets, but involve trust and require
storage fees, they have the advantage that users do not need to deposit their assets
before sending them to trade. In addition, another advantage is that transactions
are performed atomically (both “legs” of trading occur in an indivisible manner and
form only one transaction, the blockchain:

«the equivalent of payment for payment-payment-against—payment or PVP-in tra-
ditional finance;

e decentralized credit platforms: they allow you to conduct transactions anonymous-
ly and earn income from owning stable coins. To guarantee itself, the lender can re-
sort to two options. In the first case, as with transactions through decentralized ex-
changes, it is compressed atomically. In this case, it is an instant loan (flash loan),
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which has not yet been sufficiently developed and is used mainly for the purposes
of cross-platform arbitration. In this regard, the low rates on these loans, from the
lender’s point of view, should not cause illusions: we are talking about operations
that almost all “sell out” in a matter of seconds. The second solution is to provide
a loan secured by the latter (often stablecoins, but also crypto assets, in particular
ether), concluded in a smart contract and issued only after repayment of the loan.

However, DeFi also creates interdependencies between crypto asset markets such as
stablecoins (this is especially true when stablecoins are online), as well as with some
players in traditional finance who invest in them, such as hedge funds and family offices.

In addition, building most DeFi applications on unauthorized blockchains, which are
accessed and transactions are carried out under pseudonyms, opens up opportunities
for tax evasion and other illegal practices. The latter point is even more worrisome,
since DeFi can lead to a double form of regulatory arbitration. In the first form, if DeFi
is not regulated, traditional financial activities can be transferred to Defi through the
“tokenization” of the relevant assets. However, since in this case such activities will
lose the trust and protection associated with regulations, such a scenario is unlike-
ly. In the second form of regulatory arbitration, as in other types of activities related
to crypto assets, the nature of the global DeFi standard would allow its developers
to transfer their activities to jurisdictions that would impose the least restrictions on
them, perhaps even if they protected users worse or shifted the costs associated with
disruptions to the global the financial system. This risk highlights the need for interna-
tional coordination.

However, this situation could have changed if, despite the fact that the Diem (formerly
Libra) project of Meta (formerly Facebook) was terminated due to hostility from reg-
ulatory authorities, other global projects for the production of stablecoins appeared.
This could include, in particular, the case in the field of wholesale payments, where two
projects are known: Utility Settlement Coin (USC), supported by a group of banks and
institutional investors (Fnality), and JPMCoin, supported by JPMorgan bank.

While stablecoins may have benefits, they can also pose risks. This is especially true for
global stablecoins. Indeed, as noted in the report of the G7 working group on stable-
coins, global stablecoins combine two types of risks (Piliyanti, 2019):

+risks characteristic of any stablecoin device, often common to other crypto asset
issuance devices: the temptation to invest in risky assets and practice “maturity
modification” in order to increase profitability, in which assets have a longer matu-
rity than resources whose owners may require liquidation at any time;

elack of legal certainty, in particular with regard to the rights that users have;
«deficiencies in management, including risk verification and control;
«business risk, as financial integrity in the frequent absence of LCB/FT checks;
e protection of user transaction data;

- the risks that global stablecoins can create as a result of their size: not only the
risks inherent in any stablecoin can be increased in the case of global stablecoins.
The first category relates to the conditions of competition (the absence of com-
petition will deprive consumers of the opportunity to fully take advantage of the
innovations that stablecoins represent; preventing this risk will require ensuring
the interoperability of global stablecoins in general). The second category of risks
is associated with consequences for financial stability, the third with consequences
for monetary policy.
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4. DISCUSSION

The analysis indicates that while digital currencies offer significant benefits, their inte-
gration into the global economy requires careful consideration of regulatory and secu-
rity issues. The potential for CBDCs to address these challenges is promising, but their
success depends on international cooperation and the development of standardized
regulatory frameworks. Future research should focus on empirical studies that exam-
ine the long-term effects of digital currencies on economic stability and growth.

In light of the above, the cryptocurrencies of the first generation Bitcoin, as well as the
second generation stablecoins, are not able to meet all the requirements of the market
and the state, and therefore government agencies have created or are preparing to cre-
ate a legal framework that would provide a safe environment for use among the general
public. This is due to the fact that any regulation comes with costs that create barriers
to entry, protecting existing players, which makes it ambiguous from a competitive
point of view.

Another form of government intervention, much stronger than regulation, is aimed at
providing an alternative to private production, as in the case of the Central Bank Digi-
tal Currency (CBDC) broadcast. Therefore, before intervening, the government should,
in principle, make sure that two conditions are met: that private initiative is unable
to meet a clearly expressed need (in other words, there must be a “market failure”)
and that the benefits of public production outweigh any possible disadvantages that
it creates.

Two forms of government intervention are consistently considered here: regulatory in
nature and industrial in nature.

-the first is to do nothing or even promote crypto assets, as El Salvador and the
Central African Republic did by granting bitcoin the status of legal tender. This ap-
proach is incompatible with the risks that crypto assets pose at this stage and the
risks they may pose in the future, especially for financial stability.;

-the second approach, on the contrary, is to ban activities related to crypto assets,
the prohibition of their existence in itself cannot be reasonably considered, given
the global availability and absence of an issuer that characterize them. Then the
ban may be implicit (exchanges, banks and other financial institutions are prohib-
ited from offering services to individuals and legal entities trading in crypto assets)
or explicit (making transactions with crypto assets or owning them is punishable
by criminal sanctions). According to the Library of Congress in the United States,
the number of countries imposing a ban in one form or another increased from
eight to nine months between 2018 and 2021 (Algeria, Bangladesh, China, Egypt,
Iraq, Morocco, Oman, Qatar, Tunisia) for an explicit ban and from fifteen to for-
ty-two months for the implied prohibition. Such a purely administrative approach
is unfavorable for competition and innovation (Deng et al., 2019).

CBDC can be defined as an element of the monetary base (or central currency), which
is exchanged at face value for paper money and reserves, which the Central Bank can
independently create or destroy, which is available 24 hours a day every day of the year
and which circulates through the digital infrastructure. As with stablecoins, it is useful
to distinguish whether it is a wholesale CBDC available only to financial institutions or
certain types of duly accredited operators, or a retail MNBC intended for the general
public, but which financial institutions can also own.
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The motives, methods, and potential consequences of CBDC broadcasting vary from
form to form. The reasons are discussed below, the ways and the consequences, which
are more relevant in the medium term, since there are still very few CBDCs, none of
which are large or issued in advanced economies.

However, at this stage, it should be noted that one retail CBDC provides a substitute for
fiat money, as well as deposits, since it, like the last two, can be used in transactions or
as a means of saving. But if the substitution for paper money is internal to the Central
Bank’s balance sheet, without changing their amounts and leaving the banks’ balance
sheets unchanged, the same does not apply to the replacement of deposits. The latter
leads to a loss of resource for banks (“disintermediation”) in favor of the central bank
(this does not necessarily lead to an increase in the balance sheet of the central bank or
a decrease in the balance sheet of banks).

Among the reasons for CBDC broadcasting, regardless of its type, is to always provide
a payment instrument that carries neither credit risk (the central bank cannot default)
nor liquidity risk (it can always provide more of its currency if there is demand for it).
As for the wholesale CBDC, its issuance is sometimes considered unnecessary, since,
taking into account reserves, the Central Bank would already provide a tool for settle-
ments on transactions between banks in the central currency.

However, CBDC is precisely a tool that spreads across a digital infrastructure other
than the one currently used by the central currency, and reserves cannot be placed on
the blockchain: we currently do not have cash in the ledger. Conversely, one Wholesale
CBDC would allow financial institutions to conduct end-to-end transactions on the
blockchain with assets represented as tokens, including settlements, without using sta-
blecoins, which pose a residual risk. As a result, the use of blockchain will become more
attractive to financial institutions and more secure for the system as a whole, since the
use of a central currency strengthens financial stability.

Thus, the motive for issuing a wholesale CBDC may be to promote financial innovation
and reduce transaction costs through the use of blockchain. The release of a wholesale
CBDC can also increase the “dubiousness” of the financial services market by fostering
competition by attracting a new provider, which allows financial service users to bene-
fit from the faster efficiency gains provided by this technology.

As for the retail CBDC, we are talking about adapting the provision of cash to the
technological context of digitization, which will allow central banks to communicate
with the public where, for example, in Sweden, the demand for paper money is falling
sharply. In addition, since 2016, the Central Bank of Sweden has been exploring the
possibility of issuing retail CBDCs called e-krona. However, he is not sure that there is
a public demand for this, since the main thing for him is to have access to technologi-
cal progress.

The release of a retail CBDC can also help reduce the social costs of retail payment ser-
vices. These costs are estimated at almost 1% of GDP in the eurozone, half of which is
accounted for by cash payments, whether at the level of the central bank, second-tier
banks, merchants or the public (Bindseil, 2020).

However, the decrease in the share of cash in trade shows that this cost reduction
is already happening spontaneously. In emerging and developing economies, a retail
CBDC can also serve the purpose of ensuring the availability of financial services. How-
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ever, experience shows in such different examples as M-Pesa in Kenya or Pix in Brazil
that other means are available for this purpose.

Thus, it is in the sector that was identified above as the most lagging, cross-border pay-
ments, in particular for money transfers, that CBDC could bring the most, but this is
not related to the release of a retail CBDC.

Finally, tax reasons may motivate the issuance of a retail CBDC, especially where the
use of paper money remains very common, that is, again in emerging market econo-
mies or developing countries.

5.CONCLUSION

In conclusion, digital currencies hold the potential to transform international develop-
ment by offering secure, efficient, and inclusive financial systems. However, realizing
this potential requires addressing significant regulatory and security challenges. The
study recommends that policymakers prioritize the development of comprehensive le-
gal frameworks and international cooperation to ensure the successful integration of
digital currencies into the global economy.

During the study, the authors concluded that the existing crypto assets do not meet all
the requirements of the modern economic system, and also do not have a legal frame-
work in the field of security and market regulation.

The main threat is that competition from private players is intensifying with the advent
of cryptocurrencies launched by digital giants, whether American or Chinese. After the
ambitious launch of its virtual currency, dubbed Libra and then Diem, Facebook even-
tually abandoned it, but other large private companies continue to explore the pos-
sibilities of cryptocurrencies. The risk is that by seizing the means of payment, these
companies will receive full information about the payments made and, consequently,
about personal data. In addition to the threat to data privacy, there is also the risk
of a malfunction of national currencies. Especially at a time when cash is gradually
disappearing and payments are increasingly dematerialized. Another important issue
is the global competition that central banks are involved in. The main ones compete
with each other for imposing their currency on international exchanges, especially
against the dollar.

To these numerous threats and questions is added the question of whether a digital
currency issued by the central bank can meet the demand and expectations of users.
They usually use intangible payment methods (bank cards, bank transfers, phone pay-
ments or through interbank systems), and many of them do not necessarily see what
else digital currency will bring them.

However, CBDC has several advantages. In the absence of an answer to the question
of user acceptance, the creation of, for example, a digital euro will contribute to the
relative standardization of means of payment at the international level. If the digital
euro became the standard, it would become compatible, which would allow payments
and exchanges to be made faster, almost instantly and cheaper. That is, international
payment systems would be more efficient and reliable.

Opinions about the contribution of digital technologies to the world of money are still
divided (Andolfatto, 2021). Some believe that what is happening now is a marginal
phenomenon that will remain so; others, on the contrary, believe that the ongoing evo-
lution forms the basis of the financial systems of tomorrow. Still others hope that dig-
italization will lead to the improvement of existing payment systems, as well as to the
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modernization of interbank payments and payments between individuals. The only
certainty at this stage is that whatever option is implemented, the technology must be
brought into line with the law.
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